
What is happening in your 
AWS account?

An intro to logging, processing and responding to activity in 
your AWS environment
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About me

- Infrastructure security lead @ Bitstamp
- Lately dealing a lot with AWS
- In the past Product security lead and prior to that software engineer for 

multiple years
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Today’s talk

- One of the fundamentals of security is knowing what is actually going on
- Content:

- 1. getting the coverage you need - log sources and what can they tell us
- 2. collection - where to put them and what will help you
- 3. respond when something happens - how and tools
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(Part 1 - 1/5) The baseline - CloudTrail

- By default it logs what you do with your AWS infrastructure: Console, CLI, SDKs and APIs 
(management events).

- Also: data events and insight events.
- It produces events with additional data about what happened - time, event name, related 

arns, some request data like IP, user-agent, and user, assumed role etc. 
- Event selectors (reduce n of events you do not care about)
- Management events enabled by default, only stored 90 days, no persistence.
- Gotchas:

- Can include sensitive information -> make sure you secure them (content of bucket, lambda params).
- There is no trace id :(
- PassRole :’( Auditing IAM PassRole: A Problematic Privilege Escalation Permission (Ermetic) 
- Not all services and everything is covered: supported, unsupported 
- Parameters and crucial data might be missing - example on the next page
- Organizational trail -> very handy
- Duplicate events -> $$$ :(
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https://ermetic.com/blog/aws/auditing-passrole-a-problematic-privilege-escalation-permission/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-unsupported-aws-services.html


(Part 1 - 2/5) The baseline - CloudTrail - examples
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(Part 1 - 3/5) More coverage

Log sources

- VPC flow logs
- Route53 resolver query logs
- Config resource change events
- CloudFront access logs
- WAF firewall logs
- StepFunctions workflow logs
- RDS database activity streams
- Lambda application logs
- …

Services

- AWS Config -> see diffs, very nice, query 
past and current state

- GuardDuty (builds its own lake of logs)
- Security Hub
- Detective

How to enable logging on every AWS service in existence circa 2021

https://github.com/matthewdfuller/aws-guides/blob/main/aws-logging-services.csv
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https://matthewdf10.medium.com/how-to-enable-logging-on-every-aws-service-in-existence-circa-2021-5b9105b87c9
https://github.com/matthewdfuller/aws-guides/blob/main/aws-logging-services.csv


(Part 1 - 4/5) Examples 1
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(Part 1 - 5/5) Examples 2
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(Part 2 - 1/1) Collect logs

- AWS Prescriptive Guidance / Security Reference Architecture proposes 
separate Log Archive account with dedicated S3 buckets. Also Control 
Tower configures it for you out of the box.

- Central location helps you making sure your policies ensuring access, 
integrity, durability, and dealing with sensitivity are controlled: log 
integrity setup, access to view and modify is locked, backups (CIA)  ..

- Security Lake takes similar approach - manages for you, but is heavily 
WIP and you will need to write extensions for sources it does not 
support. Dumps parquet -> Athena -> very nice

- CloudTrail Lake - only for CT, Config and external integration, SQL-like 
query language

- Processing - S3 will have delay, can be minutes, where response needs 
to be ASAP, you want to hook up either to SQS, Kinesis Firehose (these 
two are usually supported on log sources, but then you need to manage 
S3 store yourself - with CloudTrail duplicate trail is charged extra).

- Use external tools (there is loads and often they are $$$) - “SIEM”): 
Elastic, Panther, Logtail, Matano (OSS, AWS native), Splunk, DataDog…
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html


(Part 3 - 1/2) Process and respond

- Basic way to automatically respond: lambda 
hook to source SQS, KF or S3 event BUT

- it will be hard to correlate events this way or do 
some deduplication and aggregation -> tools 
like Matano can help you with that (or your 
favorite SIEM)

- Detective will help you drill down
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https://www.streamalert.io/architecture.html

https://www.matano.dev/

https://www.streamalert.io/architecture.html
https://www.matano.dev/


(Part 3 - 2/2) Example
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Questions?
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Thank you!


