What is happening in your
AWS account?

An intro to logging, processing and responding to activity in
your AWS environment



About me

- Infrastructure security lead @ Bitstamp
- Lately dealing a lot with AWS
- In the past Product security lead and prior to that software engineer for

multiple years



Today’s talk

- One of the fundamentals of security is knowing what is actually going on

- Content:
- 1. getting the coverage you need - log sources and what can they tell us
- 2. collection - where to put them and what will help you
- 3. respond when something happens - how and tools



(Part 1 - 1/5) The baseline - CloudTrall

- By default it logs what you do with your AWS infrastructure: Console, CLI, SDKs and APIs
(management events).

- Also: data events and insight events.

- It produces events with additional data about what happened - time, event name, related
arns, some request data like IP, user-agent, and user, assumed role etc.

- Event selectors (reduce n of events you do not care about)

- Management events enabled by default, only stored 90 days, no persistence.

- Gotchas:
- Caninclude sensitive information -> make sure you secure them (content of bucket, lambda params).
- Thereis no trace id :(
- PassRole :’( Auditing IAM PassRole: A Problematic Privilege Escalation Permission (Ermetic)
- Not all services and everything is covered: supported, unsupported
- Parameters and crucial data might be missing - example on the next page
- Organizational trail -> very handy
- Duplicate events -> $$$ :(

You can deliver one copy of your ongoing management events to your Amazon Simple Storage Service (S3) bucket for
free by creating trails. Limits may apply.

Trails


https://ermetic.com/blog/aws/auditing-passrole-a-problematic-privilege-escalation-permission/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-unsupported-aws-services.html

Part 1 - 2/5) The baseline - CloudTrail - examples
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(Part 1 - 3/5) More coverage

Log sources Services

- VPC flow logs
- Routeb53 resolver query logs
- Config resource change events

- AWS Config -> see diffs, very nice, query
past and current state

- CloudFront access logs - Guard.Duty (builds its own lake of logs)
- WAF firewall logs - Security Hub
- StepFunctions workflow logs - Detective

- RDS database activity streams
- Lambda application logs

How to enable logging on every AWS service in existence circa 2021

https://qgithub.com/matthewdfuller/aws-quides/blob/main/aws-logging-services.csv



https://matthewdf10.medium.com/how-to-enable-logging-on-every-aws-service-in-existence-circa-2021-5b9105b87c9
https://github.com/matthewdfuller/aws-guides/blob/main/aws-logging-services.csv

“eventID":
“eventName'
“eventSource"
“eventTime":
“eventType'
“eventVersion":
“managementEvent"

Part 1 - 4/5) Examples 1

AWS Config

Dashboard
Conformance packs
Rules
Resources
Aggregators
Conformance packs
Rules
Resources
Authorizations
Advanced queries

Settings

What's new [2
Documentation [
Partners [4

FAQs [2

Pricing [4

Share feedback [4

AWS Config Resources primary
Timeline

General details

"items": [

“fromPort": 443,
"group:
"ipProtocol":
"ipRanges"

.0.0/16",
lescription” ack XY

Resource ID Resource type Resource name
primary AWS::Athena::WorkGroup primary "ipv6Ranges":
"prefixListIds'
"toPort":
Start date Event type
Events P
Al times are in Europe/Ljubljana (UTC+02:00) 2023/04/19 B All event types v
“responseElement
March 25, 2023 Jcie LI
"securityGroupRuleSet"
. c ” - “items": [
09:38:33 [ Configuration change 1 field change(s) )
“cidrIpvd"
JSON diff - 1 field change(s) “description”: "S
“fromPort": 443,
“groupId"
From To "groupOwnerId": "
kS : - - - - - - L . - : = : “ipProtocol"
Configuration.WorkGroupConfiguration. EngineVersion. EffectiveEngt Configuration.WorkGroupConfiguration. EngineVersion, EffectiveEngi “isEgress”
neVersion: "Athena engine version 2" neVersion: "Athena engine version 3" g ;
¥ ¥ "securityGroupRuleId": "sgr-06xx

July 14,2022

10:38:32 Configuration change

“toPort": 443

View full record

Accepted and rejected traffic

The following are examples of default flow log records.

In this example, SSH traffic (destination port 22, TCP protocol) to network interface eni-1235b8ca123456789 in account 123456789010 was allowed.

2 123456789010 eni-1235b8cal23456789 172.31.16.139 172.31.16.21 20641 22 6 20 4249 1418530010 1418530070 ACCEPT OK

In this example, RDP traffic (destination port 3389, TCP protocol) to network interface eni-1235b8ca123456789 in account 123456789010 was rejected.

2 123456789010 eni-1235b8cal23456789 172.31.9.69 172.31.9.12 49761 3389 6 20 4249 1418530010 1418530070 REJECT OK
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@ Investigate with Detective

Overview

Severity  HIGH aa
Region  eu-central-1
Count 102
Account 0 | Qa
Resource 10 -035 NEEGEGEG—
Created at  03-13-2023 15:02:35 (a month ago)
Updated at  04-19-2023 10:14:09 (2 hours ago)
Malware scan (not enabled)
Scan status  Enable Malware Protection
Resource affected
Resource role  TARGET Qa
Resource type  Instance ea
Instance details
instance 0 oo G aa
Instance type  t5medium
Instance state  running
Avallability zone  eu-central-1a
image 0 ami-(— eQ

Image description
Launch time

1AM instance profile
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03-10-2023 13:50:56
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Aws coudtomationtogicat-d |INR<ocertoor S

AWS :cloudformation:stack-name
Name
Aws

oot 2
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Repository
Stack name
Context config
Purpose
Network interfaces
Network interface 0 (eni-077c9460b29ee9282)
Network interface ID
Private dns name
Private IP address
Subnet ID
VvPCID
Private IP addresses
Private dns name

Private IP address

Security groups
Group 1D
Group name
Action
Action type
Protocol
Blocked
Actor
Domain
Additional information

Archived

default 2
production 2

ip-10-0 S mpute.internal
et oo S
=

I central-1.computeinternal

10,010
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DDNS_REQUEST ea
0
false
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Security Hub > Security standards > AWS Foundational Security Best Practicesv1.00 > KMS3

AWS KMS keys should not be deleted unintentionally

[KMS.3] This control checks whether AWS Key Management Service (KMS) customer managed keys (CMK) are scheduled for deletion. The control fails if a KMS CMK i

Last updated: 13 hours ago

for deletion.

Regions: All Linked Regions

Control status Standards and requirements
Control status
the enablement for 24 hours. When you change the enablement status of a control, it applies only to the current account and Region. __D sableCantrol
Status Severity
@ Failed (Updated 13 hours ago) W Critical
All checks  Failed | Unknown Passed Suppressed

All checks (100)

Q Add filters

v Workflow v Account v Region v Resource
(i) ® FAILED NEW _—
(m @ FAILED NEW —
‘ ® FAILED SUPPRESSED —

Actions ¥

v

(Part 1 - 5/5) Examples 2

Workflow status ¥ © pownload | < 1

Investigate

Updated

10 hours ago

10 hours ago

11 hours ago

Finding
json

]



(Part 2 - 1/1) Collect logs

AWS Prescriptive Guidance / Security Reference Architecture proposes
separate Log Archive account with dedicated S3 buckets. Also Control
Tower configures it for you out of the box.

Central location helps you making sure your policies ensuring access,
integrity, durability, and dealing with sensitivity are controlled: log
integrity setup, access to view and modify is locked, backups (CIA) ..
Security Lake takes similar approach - manages for you, but is heavily
WIP and you will need to write extensions for sources it does not
support. Dumps parquet -> Athena -> very nice

CloudTrail Lake - only for CT, Config and external integration, SQL-like
query language

Processing - S3 will have delay, can be minutes, where response needs
to be ASAP, you want to hook up either to SQS, Kinesis Firehose (these
two are usually supported on log sources, but then you need to manage
S3 store yourself - with CloudTrail duplicate trail is charged extra).
Use external tools (there is loads and often they are $$$) - “SIEM”):
Elastic, Panther, Logtail, Matano (OSS, AWS native), Splunk, DataDog...

£® Q Central logs
Log Archive X Roles
ermissions
account
s 1] e
< & Access DNS '
[ logs logs Flow logs
[
- =
. . © Lo
AWS Security Amazon Amazon Macie AWS Config AWS IAM Organization
Hub GuardDuty Access Analyzer trail

Security Lake collects data from custom sources in addition to the following AWS sel

¢ AWS CloudTrail management and data events (S3, Lambda)
* Amazon Route 53 resolver query logs
e AWS Security Hub findings

* Amazon Virtual Private Cloud (Amazon VPC) flow logs



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html

(Part 3 - 1/2) Process and respond

- Basic way to automatically respond: lambda

hook to source SQS, KF or S3 event BUT
- it will be hard to correlate events this way or do
some deduplication and aggregation -> tools
like Matano can help you with that (or your
favorite SIEM) oy
- Detective will help you drill down

M matano

INGEST ﬁ TRANSFORM ﬂ STORE ' -
conversion Iceberg ingestion

Parquet

https://www.streamalert.io/architecture.html

https://www.matano.dev/
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https://www.streamalert.io/architecture.html
https://www.matano.dev/

Detect failed attempts to export AWS EC2 instance in AWS CloudTrail logs.

def detect(record):

return (
record.deepget("event.action") "CreateInstanceExportTask"
art - Xal I Ip e and record.deepget("event.provider") == "ec2.amazonaws.com"
and record.deepget("event.outcome") == "failure"

)

Detect Brute Force Logins by IP across all configured log sources (e.g. Okta, AWS, GWorkspace)

detect.py

def detect(r):

return (
"authentication" in r.deepget("event.category", [I)
and r.deepget("event.outcome") == "failure"

)

def title(r):
return f"Multiple failed logins from {r.deepget('user.full_name')} - {r.deepget('source.ip')}"

def dedupe(r):
return r.deepget("source.ip")

detection.yml

tables:
- aws_cloudtrail
— okta_system
- 0365_audit
alert:
severity: medium
threshold: 5
deduplication_window_minutes: 15
destinations:
- slack_my_team
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Questions?

Thank you!
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